Tamper proofing is a crucial problem in the watermarking application. Aiming at the credibility of multimedia, we present a semi-fragile watermark based on the image permutation. Watermarking detection is performed without resorting to the host image and it is only controlled by secrete keys, thus the whole scheme does not have certain security gaps. The simulation experiments show that it can survive the JPEG compression and effectively specify the region of the image that has been modified maliciously.
Introduction
With the rapid development of multimedia technologies, digital products are generated much faster. People get powerful processing tools and easy access to a duplicated version, while the owner can not guarantee his/her rights to the product, so copyright protection of them becomes very important. An efficient approach to solve this problem, is watermark. Usually, it can be separated into the robust, fragile and semi-fragile schemes. Robust watermark aims to ownership problem and the later two types of watermark mainly deal with content authentication. From the advent of this technology, robust watermark is always the focus of people research. Every year a huge amount of papers are presented to talk about it. In the fragile field, a few of changes and modifications of the media should be reflected, i.e. where is modified and where is completely right. To a still image, through replacing the least significant bit (LSB) of the host image with a pseudo-random sequence, watermark can accurately detect the outline of arbitrary changes [1] . This is very simple and effectively method to content authentication. Unfortunately, it is useless to the non-malicious processing such as the light compression. However in the meantime, media meaning has not a bit alteration. In this situation, the semi-fragile watermark emerges with the tide of the times. So-called semi-fragile, it means that this watermark can resist to some specified attacks, whereas is sensitive to other malicious attacks. Watermark, based on wavelet transform, is very useful, and it make full use of the property that transformed image is still visible format, therefore, it can map error point to the host image [2] , [3] . Other main technology is that watermark is indirectly embedded in host image after splitting the host image into blocks, hence its least detecting scale depends strongly on the size of blocks [4] . Essentially, modification to LSB of each point belongs to this field too. Whatever the algorithm is, it will meet a common question, i.e., detection resolution. For example, if the resolution is a 2 × 2 square block, at the detection side, when the detected label has one bit error, corresponding result is that a 2 × 2 block is mistaken. It accords with the size of the block whether watermark is embedded in spatial or transform domain. The previous algorithms meet this problem essentially. Otherwise, the security of watermark can't be neglected. If no key control, attackers may repeat the embedding manipulation and remove the watermarking information, whatever watermark is. As a basic requirement, Kerckhoffs principle of the cryptography must be satisfied [5] , [6] .
In this paper, we are only concerned about the semifragile watermark in the still gray image. We propose a set of secure semi-fragile watermarking scheme using in the non-overlapped block of the host after the global permutation. It is robust to JPEG compression and can localize spatial modified region in terms of the size of the block. Above all, the resolution in our algorithm is adaptively modified according to the practical application. The principal part of the scheme belongs to the transform domain algorithm, while we focus on the security and robustness simultaneously. The proposed technique is blind, i.e., neither the original image or any side information extracted from it is used during the detection process. Data embedding is done using quantization techniques. The security of whole scheme is supported by the effective permutation, which is controlled by the key. If attackers don't know it, they can't repeat the permutation. The concrete step of this method may resemble to many ordinary transform domain schemes: blocking, transforming and embedding. At the same time, it shows the very high safety. Our technique is described in the context of the still images, but it also works for the general multimedia signals.
Choice of Permutation Way
Image permutation includes many methods, therefore, the two-dimensional "toral automorphiasm" generally is considered as a better scheme [7] . The Cat map is a classical mixing method in the dynamic system. By the calculation, the cycle of the permutation with the image of size 512×512
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Our process of the permutation resorts to chaotic sequences, because initial sensitivity and inner randomicity are two important characteristics of chaos, thus chaotic sequences are widely used in secure communication and proved high safety. A one-dimensional chaotic map is used to permute the host image in [8] . It classifies the image into four parts and exchanges the same position in the different part depends on the chaotic sequence, therefore, this method only partly permutes the host image. Though it isn't the completely permuting method, it reminds us how to devise the algorithm of exchanging the point according to the chaotic sequence.
A one-dimensional chaotic map is defined to create a sequence of real numbers: z(m + 1) = f (z(m), µ), where z(1) is the initial value and used at the detection side as the secret key. In practical applications, people usually use the Logistic Map denoted by
where 0 ≤ µ ≤ 4. When 3.5699 < µ ≤ 4, the map is in the chaotic state. All sequences generated by the logistic map are very sensitive to initial conditions, in the sense that two logistic sequences generated from different initial conditions are uncorrelated statistically. Moreover, all orbits of the logistic map are dense in the range of the map [0,1]. In our algorithm to be described below, however, we will use the logistic map twice: one is to generate a permutation label sequence and the other is to generate the watermarking label. Set µ = 4, the previous map can create chaotic sequences, furthermore, its probability density function (PDF) is f l (x) = 1 π √ 1 − x 2 [9] . An effective mixing method based on 1-D chaotic map is found in our research. First we reshape the image to a long vector, meantime, two chaotic sequences C 1 , C 2 are generated with the same size of this vector and quantify them to two integer number vectors that are between one and the length of the vector, respectively. We scan each location in turn. When scanning ith location of the image vector, elements of location at C 1 (i) and C 2 (i) are exchanged. After a cycle is completed, we reshape this vector to the matrix form. Thus, the whole permutation process ends. Fig. 1 shows the standard "lena" image mixed by the proposed method. 
Semi-Fragile Watermark Strategy
In this section, we will describe the whole semi-fragile watermarking system in detail. There are still some issues that wait for further research. First, which image processing is the non-malicious way? It demands that we can distinguish malicious and non-maliciously image processing. In following section, we assume JPEG compression as non-malicious image processing. Second, the security of algorithms must be exploration. The embedding process is done in the transform domain. The most important features of this scheme are: 1) the original host image is not needed for watermarking detection; 2) an adaptively detecting region method is proposed; 3) the permuting method and watermarking label are completely restricted by the chaotic initial value (key); 4) the tamper region can be located precisely.
Suppose I is the host image and I w is the watermarked image, then watermarking scheme is defined as: I w = G(I, K f ), where K f is the set of watermarking keys, which includes tow keys K 1 and K 2 . Data embedding is mainly done using quantization techniques, i.e., the transform coefficients are quantized into an integer multiple of a small quantization step ∆ to accommodate the watermark.
Watermark Embedding Strategy
Now we use the key K 2 to generate a long watermark label. It is considered as a record where is tampered, because the watermark label can be reproduced at the detection side. In general, the binary sequence can express the judgement whether the region is modified or not. Therefore, we quantify the real value from the logistic sequence to the set {0,1}. Assume that q : (0, 1) → {0, 1} is quantification function, and obviously quantification threshold should be 1/2.
Choose q(x n ) = 1 x > 1/2 0 otherwise . It is easy to obtain that in quantified sequences, bit '0' and '1' are equal probability. The detailed embedding process is described as follows. The host image is permuted by the method in the second section firstly. Then, permuted image is split many nonoverlapping small blocks before watermark embedding and the size of each block is N 1 × M 1 (in pixel). We make use of the discrete cosine transform (DCT) domains to embed the watermark because it provides a frequency spread of the watermark within the host image. The localization of the watermark gives the ability to identify distinct regions of the watermarked image that have undergone tampering.
After splitting the permuted image, we select each small block in a raster scan order, and use DCT to transform them. In this case, a series of transformed block are formed. The next key step is to design the modification scheme of the coefficient. Our method is to use for reference in [2] , i.e., the direct coefficient (DC) of each block is adjusted in term of watermark label. For example, if the bit in the generated sequences is "1," we alter the corresponding DC value into the middle of odd region. If the bit is "0," we adjust DC value to the middle of even region. Then, we replace original coefficients with the information of changed DC coefficients. Because only a bit is embedded in each block, the size of the block is determined by the capacity of watermarking embedding. It turns out that the proposed algorithm is semi-fragile. Hence, it is very important to select the quantization parameter ∆. It will determine the bit error rate (BER) of extracting algorithm.
Statistical Detection Strategy and Security Analysis
Watermarking detection is based on the chaotic permutation in the second section. Here, an all-black template T with the same size of the image is generated to label the tamper proofing. According to the key K 1 , the received image is permuted firstly. Then we extract a bit from a N 1 × M 1 block. At the same time, the exactly watermarking sequence is created by the key K 2 too. Comparing this sequence with the extracted sequence, we pad the corresponding location where they are different with a white block. When the whole sequence is scanned, the new template T w with error patterns is completed. In T w , the number of white block means the number of error bits. A total BER is easily obtained. Depermuting T w intoT w , obviously white points are uniformly distributed in the image. In this case, we model the watermarking channel v i as a binary symmetric channel (BSC). Each bit of the embedded watermark w k , k = 1, 2, · · · , O (where O is the length of the watermark) is modelled as passing through to BSC to produce the corresponding extracted watermark bitw k . To assess the extent of tampering, we define the following sequence d k = w k ⊕w k , where ⊕ is the exclusive-OR (XOR) operator. Obviously d k is i.i.d. Bernoulli 0-1 random variables with probability BER. Consider a region R lh with L × H inT w , we define that N lh is the number of white points in R lh . Thus
The implications of this result are quite far reaching. In the simulation, we adapt 4096 watermarking bits. In this case, each 8 × 8 block represents a bit. In the permuting image, if we extract the watermarking bit of which BER is 20%, then, in a 8 × 8 region, the probability of 10 error points at most is 0.9484. The number of error bits is decided by some conditions. They are the size of the block and BER. The precondition is based on an effective permuting method. Our permuting satisfied approximatively random permutation. The whole scheme is illustrated in Fig. 2 . In this section, we briefly examine the security of this data authentication system. Watermark resembles cryptography in security. The foundation of them has been established in 1874 by Kerckhoffs [6] . In general, the security of any watermarking system should rely on the key used during the embedding and decoding process. Moreover, the designer of a watermarking system must suppose that the attackers know his algorithms in detail, except for the key. As mentioned above, the logistic map is sensitive to initial values. This means that we can get different label sequences and different permuting images under different initial values.
We assume an ideal case, i.e., the key space is infinite. If an attacker who is interested in removing the watermark knows the embedding technique. However, the attacker does not have access to the key used in the embedding process. For an image of size N × M, then exist (N × M)! possible permutations. We assume that all permutations are equally likely to be selected. Therefore, the probability that an attacker will select the right scrambling permutation used to embed the data is 1/(N × M)!. Similarly the previous result, we embed a bit in a block. If the size of each block is N 1 × M 1 , then exist 2 N×M N 1 ×M 1 possible labels.
Experiments and Results
In this section, the simulation results are presented. For clarity of the presentation we introduce the following notations. We applied the standard gray level image "lena" (512 × 512 pixel) as the test image. We performed the watermarking scheme and compression under Matlab6.5 environment. The label watermark is from the key K 2 , whose size is 64 × 64. We evaluate the semi-fragile watermarking techniques based on their ability to detect undesired tampering such as replacement of specific image regions and their robustness to incidental image distortions such as quality of JPEG compression. In addition, we study quantitative comparability and the peak signal-to-noise ratio (PSNR) [8] is defined to value the quality of the degraded image:
where I(x, y) is the original unmarked image, I w (x, y) is the gray level of the watermarked image and the host image degraded by adjusting the gray level. In this section, experimental results are carried out to illustrate the effect of the semi-fragile watermark. According to the previous section, ∆ determines the whole BER of extracted watermarking bits and image distortion. We can adjust it so as to seek the tradeoff of imperceptibility and robustness. To the JPEG compression, we know that there are error bits produced at the higher compression quality. In order to judge whether the image processing is malicious or not, we redivide the region in the detected watermark. In this case, on the one hand we can control the resolution level, on the other hand we reduce the influence of error bits. In general, BER of the compression is lower in the arbitrary region, but tamper attack make BER of specified region is higher. Based on this principle, we redivide extracted watermark into 16 × 16 block and devise a threshold. If there are error bits more than 30 percent white points in each block, we consider that this block is modified maliciously. Fig. 3 shows the effect of this semi-fragile under image processing of 21% JPEG compression ratio and a part content tamper which a error block occurs at right eye. At this time, The PSNR for the watermarked "lena" is 37.40 dB at ∆ = 70. The BER of extracted watermark is 17.77%. From (2), we can calculate that the probability of 70% error points is approximately 99.99% after permutation at 16 × 16 block. The result of non-malicious attacks of 21% JPEG compression ratio is shown Figs. (3a, 3b) . In the case, extracted watermark explains no region is maliciously tampered. At the same time, malicious example is shown in Figs. (3c, 3d) . The right eye of "lena" is modified. Our scheme marks the corresponding location. Fig. 4 shows the tests that the watermarked image is modified by writing a word in the left-up corner. The tampered region is shown with the various resolution levels. The case of 10 × 10 block is shown in Fig. 4(b) and the 20 × 20 block is shown in Fig. 4(c) . Obviously, the case of less block generates more explicit profile.
Conclusions
A semi-fragile watermark that can be applied to achieve the authentication of still image has been proposed in this paper. The whole scheme is based on the effective permutation and is done in the transform domain. Watermarking embedding and extracting is done using quantization techniques. The DC coefficients are quantized into odd or even interval in terms of watermarking label generated by the key. It is very robust to JPEG compression and can precisely localize modified region. The keys of the whole scheme are how to devise the algorithm of permutation and maintenance of the security. In order to achieve these goals, we present chaotic sequence to permute the host image. It preserves effective permuting performance and high security simultaneously. Simulation shows that it can survive 21% JPEG compression ratio and mark the tampering region when the image is maliciously tampered.
